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FFHR

FfHR

FFHR
900? ARM Cortex M7 ARM Cortex M7 72
2 syu NX900 UXx900 ARM Cortex A9
N900 ARM Cortex R4 NX900 ARM Cortex R5 UX900 ARM Cortex A53
9 Stages ARM Cortex R5 Z¥% ARM Cortex R7 Z¥%
Dual-issue ARM Cortex R7 ARM Cortex R8
r-—%
CIE
T = IR
FotR FHR
600;%5“ ARM Cortex M7 ARM Cortex M7 ARM Cortex A5
ARM Cortex R4 ARM Cortex R4 ARM Cortex A7
6 Stages ARM Cortex R5 ARM Cortex R5 B
Single-issue
300%5
ARM Cortex M33
” ‘5 N300 ARM Cortex M4 DSP
3 Stages ARM Cortex M4F
Single-issue
TR iglg
200?5“ ARM Cortex MO
2N N200 ARM Cortex MO+
2 Stages ARM Cortex M3
Single-issue ARM Cortex M23 *E
100;‘%5” 8fi/16(7I1%
ARM Cortex MO
2 Stages ARM Cortex MO+ NN
Single-issue
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OREHRER SRR ER S HEHETRISC-VRITEEF HEAVY.light Enclave , SAICTN AR EREF

Uesr
Mode

Supervisor
Mode

Machine
Mode

HEAVY.light Enclave

nclave = Enclave
2 3
Enclave
1

M =fE AEE

ETRISC-V Privileged ISARYSFE I ENRITHITEEZ 22814

R/ NBYTCB (Trusted Computing Base)
XJEnclavefIE b Ak OSZ B HFE TR E
XHEAENnclaveiRHTEETEE OSE SRR ERAYIIEIRE
XJZEnclavellllHTEE OSIRAIIEIRE

XtFE—TEE OSEIRRYENclaveZ BB BIRIE
Secure BootfIRemote Attestation
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FEXFETFPMPEITEES 2 , EFsPMPHERZD TTCB ( Trusted Computing Base ) EIN7T RiEME. OKEHS 32 AL
IN44BCSR , B sPMP entry5FB8bit , #1116/ sPMP entries,

16 sPMP Entries

31 24 23 16 15 8 7 0

spmp3cfg spmp2cfg spmplcfg spmp0Ocfg spmpcfg0

8 8 8 8

sSPMPE&EHE R &I

Protection zone PMP

S+U EDB

24 23 16 15
spmp?cfg spmp6cfg spmp5cfg spmp4cfg spmpcfgl

S sPMP virtualization

24 23 16 15

spmpllcfg spmplchg spmp9cfg spmp8cfg spmpcfg2

31 24 23 16 15 8 7 0

spmpl5cfg | spmplédcfg | spmpl3cfg | spmpl2cfg | spmpcfg3

8 8 8 8

PMP virtualization -_—
Monltor M Monitor

) PMP-based isolation (b) sPMP
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System Cache side Enter/exit Enclaves Scalability MM (
channel communication granularity
ARM PSA Physical partition medium fast no limited fine
2, Limited by
Sanctum DRAM partition slow DRAM Region
KeyStone (Ecall) medium | (Ecall) medium
MultiZone (Ecall) medium | (Ecall) medium | PMP reuse
SoftwareTEE (Ecall) medium | (Ecall) medium | PMP reuse
Heavy.light Enclave p[))a%’?i?irgrl]i (Ecall) medium e $E1I:Eh(e)§ame no limited fine
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00

PRIZAECFPGA
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% % ok %k %k ok ok %k sk sk ok sk sk sk ok sk sk ok ok sk ok ok ok sk ok ok ok ok ok ok sk ok ok ok sk ok ok ok

%k ok ok %k %k ok ok %k %k ok ok %k ok ok ok %k ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok

[Log] Blackwater init start
[Log] Blackwater init done

In the ret_to_payload, the payload addr is 0x80006000

Untrusted is invoking enclave

Enclave[id
Enclave[id

Enclave[id
Enclave[id

Enclave[id:
Enclave[id:

Enclave[id:
Enclave[id:

:0]
:0]
Enclave[id:
Enclave[id:
Enclave[id:
Enclave[id:
Enclavel[id:
Enclavel[id:
:4]
:4]

1]
1]
2]
2]
3]
3]

5]
5]

Enclave[1id:
Enclave[id:
Enclave[id:
Enclave[id:
Enclave[id:

handle
starts
handle
starts
handle
starts
handle
starts
handle
starts
handle
starts

request
to invoke
request
to invoke
request
to invoke
request
to invoke
request
to invoke
request
to invoke

[ Y L e

handle

Enclave[id:
Enclave[id:
Enclave[id:
Enclavel[id:
Enclave[id:

Enclave[id:

[ R UL —_—

R AN T IR

starts
handle
starts
handle
starts

request
to invoke
request
to invoke
request
to invoke

100] handle request

Enclave[id:98]
Enclave[id:99]

Enclave[id:100]

oY I
NUCLEI



181 BEHALRA LE IR S BRI

A LSBT LiE S IAZITORERBHACLARG LEFERE |, THERFIRT RS I T

BERERERRR R EreEnese
ENEREEENER
INENEERNENE
EEEEEERNER

W smiEe  MisES

TR s
NUCLEI



BT FAHI T LSS RiASa5Z15
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N200 Core
WFI/WFE DEBUG JTAG/cIJTAG
NICE ECLIC TIMER

N200 uCore
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CoreMark Dhrystone SN WA A NE BN DIFE
(CoreMarks/MHz) (DMIPS/MHz) (K Gates) (MA)
1.415799

3.346419 36

3.32 33.96
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N300 Core
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NMI ECLIC TIMER
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N600 Core Complex DEBUG
NG00 Core

NMI ECLIC TIMER WFI/WFE
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NX600 Core Complex DEBUG
NX600 Core

NMI ECLIC TIMER WFI/WFE

NICE FPU DSP MUL/DIV

NX600 uCore
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ILM DLMO/DLM1 AHB-Lite AXI
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